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Rogue anti-malware programs in 2008

Common infection vectors

One of the possible infection vectors is visits to web pages of dubious content, such as web
pages with adult content. To do this, they use a technique known as Drive by download to
download files. Through this technique, files can be automatically downloaded to computers
without users' knowing by exploiting system flaws. They also use advertising banners that
offer free downloads.

Another means of distribution is web pages offering pirate software. They use social engineering
techniques to trick users as they rename files with attractive names to make users believe
they are downloading cracks, serial numbers, etc.

However, cyber—crooks are aware of the profitability of this business and do everything
they can to distribute these programs. Thus, not only can these programs be downloaded
from pages of dubious reputation, but also from legitimate web pages. We published an
article dealing with infections from legitimate pages back in July (Legitimate Webs in

jeopardy).

Now, all is left to do is get users to visit these web pages; but, how? Through spam.

Some Trojan families like Exchanger and Spammer have been designed to send out spam
messages massively.

This type of message includes the adware or contains a link to a web page where users
inadvertently download the malicious file through the drive by download method above.

Spam messages are used to distribute all types of malware. However, in most cases they were
used to spread Trojans, password-stealer Trojans more specifically. However, over the last
few months we have detected a change in the type of malware distributed through spam.

Now, it is these false anti-malware programs that are top of the list. The main topics used
to trick users continue to be the same: latest news and celebrity videos.
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Rogue anti-malware programs in 2008

Common infection vectors

The following images show email messages used to distribute these programs:
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Figure 18. Spam messages to distribute Rogue AVs.

Finally, another common infection vector for these programs is malware. Some malware
familes download this type of program. This is the case with Nuwar, or even some adware
families that also download other adware strains, such as Adware/Bravesentry.

The latest social engineering techniques used by rogue antivirus distributors consist of skipping
the infection warnings, etc. and directly sending an email to users telling them to activate
their antivirus.
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Rogue anti-malware programs in 2008
Common infection vectors
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Figure 19. Spam message used to distribute rogue AVs.
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Rogue anti-malware programs in 2008

Common infection vectors
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Figure 20. Rogue anti-malware registration page.
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Rogue anti-malware programs in 2008

Figures

The third quarterly report already mentioned the significant increase in adware distribution,
mainly due to these rogue anti-malware programs. As a result, according to the Pandalabs
sensors, adware stood at 37.49% in Q3 instead of 22.03% (Q2).

The graph below shows the rogue AVs detected in 2008:
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Figure 21. rogue AVs detected in 2008.

Rogue antiviruses began to rise in June and rocketed in December, tripling the August rogue
antivirus figures (month with the highest 2008 detection ratios up until then).
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Rogue anti-malware programs in 2008

Figures

What caused the December peak? The answer lies in the graph below:

—#— Adware/Antivirus2009
=l— Adware/RogueAntimalware2009

Adware/AntivirusXP2008

=i Adware /RogueAntimalware2008

Figure 22. Most active rogue AVs in 2008.

The Adware/Antivirus2009 is responsible for this increase, as it is no doubt the most active
rogue AV throughout 2008.
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Rogue anti-malware programs in 2008

Figures

Below are different rogue AVs detected in 2008, and their percentages:

1,84%
1,99% 3,07%

W Adware/Antivirus2009

W Adware/Roguelntimalware20
a9

B Adware/AntivirusXP2008

B Adware/RogueAntimalware 20
L

B Adware/\VirusRemover2008

B Adware/Antivirus2009

B Adware/XPsecurityCenter

Adware/Antivirus2008

B Adware/XPcleaner

W Others

Figure 23. Rogue AVs detected in 2008.
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Rogue anti-malware programs in 2008

MalwareProtector2008 in detail

As for the malware strains we have analyzed over these months, one really caught our
attention due to the ‘scary’ screen saver it uses: a group of cockroaches eating up the desktop.

Once run, the adware replaces the desktop theme with the following:

Warning!
Spyware detected on your computer!

Install an anlivirus or spyware remover Lo
clean your computer.

Figure 24. Screensaver displayed by MalwareProtector2008.
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Rogue anti-malware programs in 2008

MalwareProtector2008 in detail

The message reads as follows:

Warning! Spyware detected on your computer! Install an antivirus or spyware remover to
clean your computer.

This way, it tricks the user into believing their computer is infected.

Then, it shows a message warning users that their computer contains adware designed to
steal passwords or banking data:

bl are Gbardl
Malware Alert!

'E Warning!

* Advesre, WIN3Z Malwareslarm stback! Advesre, WINZZ Makwaredlarm gathers vour private data, such as BAMEING
INFORMATION, passwords and send ik bo attackers, Also this Fraudware can uplosd malicious software to your PC
withouk vour motice and make a SPAM, Very high secrity risk! This process should be removed from yvour syskem

immediately|

Type: Trojan Horse

System Affected: Windows 98, 2000, NT4, ME, XP, Vista

Securkty Risk {0-5); 4

Recommendations: Click 'Yes' to get 2l avalable antispyware software.
Yes I o [

Figure 25. Warning message displayed by MalwareProtector2008.
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Rogue anti-malware programs in 2008

MalwareProtector2008 in detail
Also, users are prompted to remove the threat from the system as soon as possible. To do
so, they are offered an anti-spyware program to disinfect the computer.

If the user selects ‘No’ a screensaver runs from time to time showing a group of cockroaches
eating up the desktop:

Warning!
Spywarg detected on gour computer!

Install 2 antivirus or spyware remover Lo
clean your computer.

Figure 26. Screensaver displayed by MalwareProtector2008.
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Rogue anti-malware programs in 2008

MalwareProtector2008 in detail

This is another technigue used to get the affected user to accept the message and download
a false antivirus program.

If the user accepts the message, the false anti-malware program will start to download. Once
downloaded, the program starts scanning the system for possible malware.

However, the scan result is a complete fraud and shows a series of non-existent threats that
have supposedly infected the computer:
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q—\.—u

o Select ine hreals and click "Remoyve®
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E1E

49,95 -.‘3_3»

Buy it Now s

Syslem status

Sedect AN Ramoeg
| Mahware Hame | Diezciiption | Severty | Stabus
O 207.ne Heuiislic trojan and mabeate loader thatruns L, Severe  Infecled

58] Cybeer Teorzt Tiojan
&% Trojan VaDown
&8 Teoen VaDown

Polprmorph Trogan horze . Wake pour compter

Promdes remote access bo yous PL webhout o,

Prenades iemole access bo pot P watioul yo

High

Severe.  Infected!
Severe  Indected

Irlected!

Quaranting B
Options B
Update =g
About Ll |
IE Safe Mode

O] Cyteer Tesrorist Trojan Polymonph Trojan hoise . Make your computer...  High Irdectad
OO Cyber Tenorist Trojan Polymorph Trofan hoise . Make pour computer . High Infected!
O Cyber Tesreeist Tiojan Polpmoiph Trogan hoise - Make peor computer,.  High  Inlected
1| | ¥
Remaye ak Fmnish

Guiversion: 21 Engine version: 2.1

suppoetEmawarsneot ector 2008, com « 2477365

Database version: 2.1 (32370 signaluras)

Ereguently Scked Questions [FAQ |

Figure 27. MalwareProtector2008 scan results.
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Rogue anti-malware programs in 2008

MalwareProtector2008 in detail

If the user selects the option to remove malware, a screen is displayed informing that the
computer is infected with adware and spyware. They are also encouraged to register to
remove these threats and stay protected:

Malware Protector 2008 demo mode notice

f This Computer is infected with spyware and adware @ ALERT #

Spyweare programs install kevloggers, steal credit card numbers and bank information
detailz. Thiz computer can be used for sending spam and wou will get popups with
adult conten. If you homepage wasz changed or you have strange popups- thiz iz a
sure that your computer is infected

e

{5 Registration ¢ REGISTER +

Wie are strongly recomend you to register Advanced XP Defender .
Yo will get friendly 24770365 premium support, frequent updates and individual
fixed fram all known viruses

NOTACTIVE =

Windowes did not find any registered Adwvanced XP Defender software on this
computer. Advances XP Defender helps protect your computer against viruses and
other security threats. Click Recommendations for suggested actions you can take.

Recommendations. ., I

MahwaraProteetor 2008 |

Continue unpratected

| Click. here ta switch ta the Full Mode,

Figure 28. MalwareProtector2008 interface.
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Rogue anti-malware programs in 2008

MalwareProtector2008 in detail

To register, the user has to pay the price indicated on the website they are taken to after
clicking the button to get the full version:

x] |2 : - ek *mm .E‘- (= 3 :i

M\:mrq g e '\#-'I-qv: {or ST corr s, R P Ep— * Links *

ﬁ? MatwareProtector 2008

By

EUR 49,95 Pay by eedivcanl

M 1lwarr F"ro-t-:rt'-:-r ?UDB t-t'lnn-:‘.lﬂr\d cdmnrl + I w: i Irc-r: upd ates
S AT . 15 Feabane
FRICE [ ELE: IJ'_' T“}li..;lf‘""'*Tf"F _,:-,..h'urq-* -,,:H_.-'_.r'n"t-',-'-‘l.- ]
never be rebied and vou will receive UPGRADES FOR FREE|)

EUR 90 .95  Pay by esdit cand

Malware Frﬂ-trrrnr -’ﬂﬂﬁl El md ird {"ﬂlllﬂrl ? w‘ lra Irt.r upd.lt-“.-

rnEr 4 S : T
H'I._"‘- EL& 59 '_' T- _LC'n-' Torm ﬁZ Inty Charge, your © -':f -'_;-"I
newver b rebilled and wall recenee -1*P,c~.“r_=r¢r-rr-r 19

Dt Access, Diseres] Bilng, Seoore Procechre by comyendenily using oor
| bone B It

Figure 29. MalwareProtector2008 Web page.

However, even though you have registered and paid the corresponding fee, the computer
will still be unprotected and vulnerable to all types of threats.

This adware’s characteristics are very similar to those of other rogue anti-malware: the
messages displayed, the application interface, the way it works... We hope this in-depth
analysis will allow users to identify this type of program.
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Rogue anti-malware programs in 2008
Tips

Spam is the usual means of propagation for this type of program. Be extremely careful with
any email message you receive with eye-catching news stories or subjects. These emails
typically invite users to click a link to watch a video or images of some false news stories.
Don't click on links included in these messages, as you might be downloading one of these
rogue anti-malware programs into your computer.

Be wary of programs you don’t remember installing and which start showing false infection
warnings or pop-ups that encourage you to buy some kind of antivirus software. Most
probably, one of these malicious programs has installed on your computer.

Keep all programs up-to-date as many malicious codes exploit vulnerabilities on computers
to infect them.

Scan your computer regularly with a reliable antivirus, so that if any of these codes is hiding
on the computer, it can be detected and removed.

Rogue AVs have become the leading malware this year, and have provided their creators a
lucrative source of income. December has been their most active month, tripling the number
of detections of its predecessor. We believe we will observe a similar trend at the beginning
of 2009. We hope we are wrong!
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Malware Trends in 2008

Fake antiviruses are one of the trends that have grown most during 2008. A fake antivirus
is a type of adware that passes itself off as a security solution and, on running on the computer,
makes users believe they are infected with dozens of malware strains to try and sell them
an antivirus to fix the false problem. Their aim is to obtain financial benefits from infections,
and according to our data, cyber-crooks could be making more than ten million euros every
month.

Also, our research has shown that the financial crisis undergone by several countries worldwide
has become a weapon for cyber-crooks. In 2008 the number of new malware samples in
circulation has risen with every stock market crash. Similarly, the increase in the unemployment
rate has translated into a boom in spam, especially spam related to job offers aimed at
recruiting money mules (people that move money obtained from illegal activities from one
account to another to launder it).

Cyber-crooks take advantage of people’s dire economic situation to dupe them with tempting
offers. On some occasions, these offers consist of false mortgage loans, etc. to obtain users’
banking data.

Due to their increasing popularity, social networks have become one of the most popular
means used by cyber-crooks to distribute their creations.

The use of both legitimate and malicious pages (via SQL injection attacks) has been one of
the rising trends in 2008.

The use of boot viruses (which replace the computers’ original Master Boot Record with virus
code) to hide Trojans was another new technique in 2008, and will continue to rise next year.
This is a very old technique which became highly popular at the beginning of the 90s but
had practically disappeared in recent years, until now. During 2009 we will probably see this
and other old techniques that can still be extremely effective for hiding malware.

The huge rise in malware, as predicted in 2007, has been one of the year’s highlights. With
an average of 22,000 samples received everyday day at our laboratory, between January and
August 2008 we detected more malware than in the previous 17 years combined. This shows
an impressive increase in new threats, which many users seem unaware of.

We expect these figures will continue to rise in 2009. As for methods of malware distribution,
social networks will be further exploited, not only by worms that spread from some users
to others, but by malicious codes designed to take more dangerous actions like theft of
confidential data. Similarly, malware distribution via SQL injection attacks will continue to
grow.

A technique that will certainly become popular in 2009 will be the use of customized packers
and obfuscators. Cyber-criminals will try to avoid the standard tools available in forums,
websites, etc., and turn to their own obfuscators in an attempt to hide malicious code and
evade ‘signature-based’ detection by security solutions.
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Malware Trends in 2008

The same reason can explain the rebirth of classic malicious code such as viruses expected
in 2009. The use of increasingly sophisticated detection technologies like Panda Security’s
Collective Intelligence, capable of detecting even low-level attacks and the newest malware
techniques, will make cyber-crooks turn to old codes, adapted to new needs. Forget about
viruses designed to prevent systems from working or files from being opened, as they did
ten years ago, and get ready for viruses aimed at hiding Trojans used for theft of banking
information.

Finally, we'd like to mention one of this year’s most important initiatives: the creation of
AMTSO (AntiMalware Testing Standards Organization). The group was officially born in an
event organized by Panda in Bilbao (Spain), which served to establish the principles of the
organization. Further meetings took place throughout 2008: in Holland (hosted by Norman),
in Seattle (hosted by Microsoft) and in Oxford (hosted by Sophos). During this last meeting,
we finished two documents we had been working on all year.

One of them was “Fundamental Principles of Testing”, which includes recommendations on
how to test anti-malware solutions (to be applied by testers, editors and manufacturers).

The other was “Best Practices for Dynamic Testing”, which includes best practices on how
to test the efficiency of anti-malware products in real attack situations.

We have already planned the next two meetings to take place in 2009: at the beginning of
February we will meet in Mountain View (USA) to work on a series of new documents we
are currently preparing. This meeting will be organized by Symantec. In May we will meet
in Budapest, in an event organized by VirusBuster.

The two documents mentioned above can be downloaded from the AMTSO website
(www.amtso.org), where you will also find news regarding this organization.
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About Pandalabs

PandalLabs is Panda Security’s anti-malware laboratory, and represents the company’s nerve
center for malware treatment:

e PandalLabs creates continually and in real-time the counter-measures necessary to
protect Panda Security clients from all kind of malicious code on a global level.

e Pandalabs is in this way responsible for carrying out detailed scans of all kinds of
malware, with the aim of improving the protection offered to Panda Security clients, as
well as keeping the general public informed.

e Likewise, PandalLabs maintains a constant state of vigilance, closely observing the various
trends and developments taking place in the field of malware and security. Its aim is to
warn and provide alerts on imminent dangers and threats, as well as to forecast future
events.

e For further information about the last threats discovered, consult the PandalLabs blog
at: http://pandalabs.pandasecurity.com/
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